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1 INTRODUCTION

This Privacy Policy describes how Gradewing collects, uses, stores, and protects Personal Data when
Clients and authorised Users use the Gradewing Service.

This Privacy Policy applies exclusively to Personal Data processed through the Gradewing Service and
does not apply to any third-party websites, platforms, or services.

This Privacy Policy forms an integral part of the Terms & Conditions governing the use of the Service. The
current version of these Terms & Conditions is available on the Gradewing website at
https://www.gradewing.com/terms/ and may be accessed, downloaded, and reviewed at any time.

Gradewing processes Personal Data in accordance with Regulation (EU) 2016/679 (the General Data
Protection Regulation — “GDPR") and Spanish Organic Law 3/2018 on the Protection of Personal Data and
Guarantee of Digital Rights (“LOPDGDD").

This Privacy Policy applies to the processing of Personal Data relating to registered educational institutions
(“Clients”) and their authorised staff members (“Users”), including where GDPR applies pursuant to Article
3.

Capitalised terms used in this Privacy Policy have the same meaning as in the Gradewing Terms &
Conditions unless otherwise stated.

2 DATA ROLES

For the purposes of GDPR:

= The Client (the school) acts as the Data Controller in respect of all Personal Data entered into or
processed through the Service.

=  Gradewing acts as the Data Processor, processing Personal Data solely on behalf of and in accordance
with the documented instructions of the Client, pursuant to Article 28 GDPR.

Gradewing does not act as a joint controller under any circumstances and does not determine the purposes
of the processing of Personal Data.

Gradewing determines only those technical and organisational means of processing that are necessary to
provide the Service, and does so solely in its capacity as a Data Processor, in accordance with the
documented instructions of the Client and the GDPR.

Version 1.0 Gradewing Terms & Conditions

Effective Date: 25 January 2026 (English Version) Page 1/8


https://www.gradewing.com/terms/

9 gradewing

ialised Grading Plat n for British and

3 PERSONAL DATA WE PROCESS

Gradewing processes only the Personal Data that is necessary to provide, operate, and maintain the
Service in accordance with the documented instructions of the Client.

Gradewing does not collect Personal Data directly from students or parents. All Personal Data processed
through the Service is entered or uploaded by the Client and its authorised Users. Depending on the
Client’s configuration and use of the Service, this Personal Data may include:

3.1 User Data (School Staff Members)

= Name and surname.

= Email address.

= Role or position within the educational institution.

= Login credentials (securely hashed authentication data; passwords are never stored in plain text).
= Activity logs and audit trails related to use of the Service.

3.2 Student Data

= Name and surname.

= Date of birth.

=  Academic information (including enrolled subjects, grades, assessment results, predicted grades,
expected grades, target grades, official examination results and performance indicators).

= School-specificidentifiers (such as internal student identification numbers or reference codes assigned
by the Client for record-keeping purposes).

= Educational support indicators and student tags defined by the Client, which may include information
relating to learning support needs, disabilities, or health-related conditions (such as ADHD, autism,
dyslexia, physical or sensory impairments, or chronic medical conditions), where entered by the Client
for educational and administrative purposes. Gradewing does not generate, infer, diagnose, or assess
such indicators and processes them solely as provided by the Client, under the Client’'s responsibility
as Data Controller.

= Any additional information uploaded by the Client, provided that such information is necessary for the
Client’s educational and administrative purposes and is processed in compliance with applicable data
protection requirements. The Client remains responsible for ensuring that any such additional
information is lawful, relevant, and proportionate.

3.3 Technical Data

= |P address and basic device information.
=  System and security logs.
= Metadata related to access to and use of the Service.

Technical Data is processed solely for purposes of ensuring the security, integrity, availability, and proper
functioning of the Service.

4 PURPOSES OF PROCESSING

Gradewing processes Personal Data solely for the purposes determined by the Client, acting as Data
Controller, and exclusively for the following purposes:
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=  Providing and operating the Service, including the management of grades, assessments, reports, and
user accounts.

= Supporting Al-assisted analysis and text-based outputs, including statistical and predictive insights,
strictly within the educational and administrative context defined by the Client and subject to
meaningful human oversight.

= Maintaining, securing, and improving the Service and Platform, including the implementation of
security measures, updates, bug fixes, and performance optimisation, without using Personal Data for
independent research or unrelated analytics purposes.

= Managing Client Accounts and User Accounts.

= Ensuring the security, integrity, and availability of the Service, including fraud prevention, access
control, logging, and incident detection.

= Providing technical and customer support to Clients and authorised Users.

= Complying with Gradewing'’s legal and regulatory obligations, where applicable.

Personal Data is not processed for advertising, marketing, profiling unrelated to the Service, or any form
of commercial resale.

5 LEGAL BASIS FOR PROCESSING

The legal basis for the processing of Personal Data through the Service is determined by the Client, acting
as Data Controller, in accordance with Article 6(1) GDPR.

Where the Personal Data processed includes special categories of data within the meaning of Article 9
GDPR, the Client is solely responsible for ensuring that an appropriate legal basis and any required
conditions for such processing are satisfied.

Gradewing acts exclusively as a Data Processor and processes Personal Data solely on the documented
instructions of the Client, in accordance with Article 28 GDPR. Gradewing does not determine the legal
basis for the processing of Personal Data and does not process Personal Data for its own purposes.

6 SUB-PROCESSORS

To operate and support the Service, Gradewing engages third-party service providers that act as sub-
processors in accordance with Article 28 GDPR:

Sub-processor Purpose Location

Hetzner Online GmbH Hosting, storage and backup Germany

Stripe Payments Europe Ltd. | Payment processing, fraud | EEA, non-EEA (including United
prevention States)

[TBC] Third-party artificial intelligence | [TBC]
service

All sub-processors are engaged under written agreements that impose data protection obligations no less
protective than those set out in Article 28 GDPR, including confidentiality, security, and sub-processing
restrictions.

Version 1.0 Gradewing Terms & Conditions

Effective Date: 25 January 2026 (English Version) Page 3/8



9 gradewing

ialised Grading Platform for British and IB Secondar ols

Gradewing will inform Clients in advance of any intended addition or replacement of sub-processors and
will allow Clients to raise reasonable objections on data protection grounds. Where an objection is raised,
Gradewing will use commercially reasonable efforts to address the concern, including by providing
additional information or implementing appropriate safeguards.

An up-to-date list of sub-processors is available upon request.

7 INTERNATIONAL DATA TRANSFERS

Personal Data processed through the Service is primarily stored and processed within the European
Economic Area (EEA).

Where necessary for the provision of the Service, Personal Data may be processed by sub-processors or
service providers located outside the EEA. In such cases, international data transfers are carried out in
accordance with Chapter V of the GDPR and subject to appropriate safeguards.

Such safeguards may include an adequacy decision adopted by the European Commission, the use of
Standard Contractual Clauses approved under the GDPR, or other lawful transfer mechanisms recognised
under the GDPR.

8 SECURITY MEASURES

Gradewing implements appropriate technical and organisational measures to ensure a level of security
appropriate to the risk, in accordance with Article 32 GDPR, taking into account the nature, scope, context,
and purposes of the processing of Personal Data.

Such measures include, where appropriate:

=  Encryption of Personal Data at rest and in transit.

= Role-based access controls and access management.

=  Secure authentication mechanisms.

= Regular data backups and recovery procedures.

= Infrastructure hardening and intrusion detection or monitoring.

= Logging and system audit trails for security, integrity, and compliance purposes.

= Access restrictions ensuring that Personal Data is accessible only to authorised personnel.

= Confidentiality obligations applicable to all personnel and sub-processors authorised to process
Personal Data.

9 CLIENT RESPONSIBILITIES

As Data Controller, the Client is responsible for complying with its obligations under the GDPR and
applicable data protection law, including:

= Ensuring that it has a valid and lawful basis for the processing of Personal Data, including, where
applicable, special categories of data within the meaning of Article 9 GDPR.

= Informing Data Subjects, including students, parents or legal guardians, and staff members, about the
processing of Personal Data through the Service, and providing appropriate privacy notices.
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=  Ensuring that Personal Data entered into or processed through the Service is accurate, complete, and
kept up to date.

= Managing and controlling User access within the educational institution, including authorising Users,
assigning appropriate roles and permissions, and removing access where no longer required.

= |Implementing and maintaining appropriate internal data protection policies, procedures, and
safeguards within the school environment.

= Handling and responding to Data Subject rights requests in accordance with GDPR, with Gradewing
providing reasonable assistance where required in its capacity as Data Processor.

= Determining whether a data protection impact assessment (DPIA) is required for the Client's use of
the Service and carrying out such assessment where necessary, with support from Gradewing upon
request.

10 AUDIT AND COMPLIANCE SUPPORT

Gradewing will make available to the Client, upon reasonable request, information reasonably necessary
to demonstrate compliance with its obligations as a Data Processor under Article 28 GDPR.

Such information may include relevant policies, descriptions of technical and organisational security
measures, and confirmations regarding the use of sub-processors, and shall be limited to what is
proportionate and necessary for the Client’'s compliance.

Any audits or inspections shall be subject to prior agreement between the parties, reasonable prior notice,
confidentiality obligations, and measures designed to minimise disruption to the Service and to other
Clients.

11 DATA SUBJECTS RIGHTS

Under the GDPR, Data Subjects have the following rights, subject to the conditions and limitations set out
in applicable law:

=  The right to access their Personal Data.

= Theright to request rectification of inaccurate or incomplete Personal Data.

= Theright to request erasure of Personal Data.

=  The right to request restriction of the processing of Personal Data.

= Theright to data portability of Personal Data, where applicable.

= Theright to object to the processing of Personal Data in certain circumstances.

= The right not to be subject to a decision based solely on automated processing, including profiling,
which produces legal effects or similarly significant effects.

=  The right to lodge a complaint with a competent supervisory authority.

Requests relating to the exercise of Data Subject rights should be submitted primarily to the Client, acting
as Data Controller.

Gradewing, acting as Data Processor, will provide reasonable assistance to the Client in responding to
such requests, where required and to the extent applicable, and within the timeframes required under the
GDPR.
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12 PROFILING AND AUTOMATED DECISION-MAKING

Gradewing performs limited profiling within the meaning of Article 4(4) GDPR, insofar as the Service
applies statistical and analytical models to student academic Personal Data in order to generate indicative
and non-binding insights, such as suggested expected grades, in accordance with the Client's educational
and administrative context.

Gradewing does not perform automated decision-making within the meaning of Article 22 GDPR. The
outputs generated by the Service are intended solely to support human decision-making by the Client and
do not constitute decisions based solely on automated processing, nor do they produce legal effects or
similarly significant effects on Data Subjects.

All academic and administrative decisions, including grading, assessment, progression, and reporting,
remain under the sole responsibility and control of the Client and its authorised staff.

13 DATA RETENTION & DELETION

Gradewing retains Personal Data only for as long as necessary to provide the Service and in accordance
with the principles of purpose limitation and storage limitation under the GDPR.

Personal Data processed on behalf of the Client is retained for the duration of an active Subscription or
Free Trial.

Following termination of a Subscription or expiry of a Free Trial, Personal Data is retained in an inactive
and restricted state for a period of up to twelve (12) months solely for the purpose of enabling Client
Account reactivation, where requested by the Client.

Upon expiration of this retention period, all Personal Data is securely deleted or irreversibly anonymised.
Deletion is performed using secure, industry-standard methods designed to prevent data recovery.

Personal Data may be retained for a longer period only where required to comply with applicable legal
obligations or to establish, exercise, or defend legal claims.

The Client is solely responsible for exporting its Personal Data prior to termination of the Service or expiry
of the applicable retention period. Gradewing has no obligation to provide access to or recovery of Personal
Data after deletion or anonymisation.

14 DATA BREACH NOTIFICATION

In the event of a Personal Data breach affecting Personal Data processed on behalf of a Client, Gradewing
will, in its capacity as Data Processor:

= Notify the Client without undue delay and, where feasible, within seventy-two (72) hours of becoming
aware of the Personal Data breach, in accordance with Article 33 GDPR.

= Provide the Client with information reasonably necessary to enable the Client to comply with its
obligations under Articles 33 and 34 GDPR, including information on the nature of the breach, the
categories and approximate number of Data Subjects concerned (where available), and the measures
taken or proposed to address the breach.
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=  Document the Personal Data breach, its effects, and the remedial actions taken, in accordance with
Article 33(5) GDPR.

The Client, acting as Data Controller, remains solely responsible for assessing whether notification to the
competent supervisory authority and affected Data Subjects is required and for carrying out such
notifications where applicable.

15 CHILDREN’S DATA

The Service processes Personal Data relating to students (children) solely under the direction and
responsibility of the Client, acting as Data Controller.

Gradewing does not provide services directly to children and does not independently collect Personal Data
from minors. All student Personal Data processed through the Service is provided by the Client or its
authorised Users.

Where the processing of children’s Personal Data relies on consent or other specific legal requirements,
the responsibility for obtaining and managing such consent or authorisation rests exclusively with the
Client. Gradewing does not obtain consent directly from children or their parents or legal guardians.

16 COOKIES AND TRACKING

At present, the Service does not use cookies or similar tracking technologies.

Gradewing may implement cookies or similar technologies in the future where necessary to support the
secure operation, functionality, or performance of the Service, such as for authentication or session
management. Any such use will be limited to what is necessary and proportionate.

Gradewing does not use cookies for advertising, marketing, or third-party tracking purposes.

Where cookies or similar technologies are implemented, Gradewing will provide appropriate information
to Users and, where required under applicable law, obtain the necessary consent. A dedicated Cookie
Policy will be made available on the Gradewing website if and when such technologies are used.

17 CHANGES TO THE PRIVACY POLICY

Gradewing may update this Privacy Policy from time to time to reflect changes in legal requirements,
regulatory guidance, or the operation of the Service.

Updates to this Privacy Policy will take effect upon publication on the Gradewing website. Where changes
are material, Gradewing will notify Clients through the Platform or by email prior to or at the time such
changes take effect.

Continued use of the Service following the effective date of an updated Privacy Policy indicates
acknowledgement of the updated terms. Clients remain responsible for reviewing the Privacy Policy and
informing Data Subjects, where required under applicable law.
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18 CONTACT INFORMATION

Gradewing has not appointed a Data Protection Officer.

For privacy-related inquiries, data protection questions, requests for assistance in connection with data
subject rights, or to obtain an updated list of sub-processors, Clients may contact Gradewing at:

Email: support@gradewing.com
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